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Cryptography

Codemakers
(cryptographers)

Codebreakers
(cryptanalysts)

Ongoing battle between

Good Evil
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Who will win? 
Codemakers 

or 

Codebreakers 

? 



Edgar Allan Poe



Who will win? 
 « It may be roundly asserted that human 
ingenuity cannot concoct a cipher which 

human ingenuity cannot resolve » 
 

Edgar Allan Poe 
(Graham's Lady's and Gentleman's Magazine, July 1841) 

 



Who will win? 
 « It may be roundly asserted that human 
ingenuity cannot concoct a cipher which 

human ingenuity cannot resolve » 
 

Was he right? 
 



But before Shannon, there was Einstein

and the (real) world is quantum mechanical

At the beginning, there was Shannon

and the (crypto) world was classical



We live in a quantum world

The Big Question

Is this a blessing
or a curse

for codemakers?
or a curse



Various Scenarios

Codemakers

Codebreakers

Communication Channels

Classical Quantum

Classical Quantum

Classical Quantum
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Classical Scenario



Life was simple (sort of)

The one-time pad was the best solution
(for perfect secrecy)

At the beginning, there was Shannon

and the (crypto) world was classical

A shared random secret key as long as 
the message to be sent was both 
necessary and sufficient



Perfect Secrecy

Resists unlimited * technology

Provably so

Resists unlimited computing power
Forget about public-key cryptography

No information leaks about cleartext

* Limited only by the laws of physics

*

















Key Establishment

How can Alice and Bob 
establish a secret key?

Computational security

Quantum physics

Trusted courier

Computational security



Key Establishment Problem

Alice

0110011
1010100

Bob

0110011
1010100

Authenticated Public Channel
· · · 010101100111001 · · ·

s s

s?



Computational Security

Diffie and Hellman (1975/6)

Rivest, Shamir, Adleman (1977)

Ralph Merkle (1974)

Clifford Cocks (1973)

Robert McEliece (1978)

Ralph Merkle (1974)



Key Establishment Problem

Alice

0110011
1010100

Bob

0110011
1010100

Random 
Oracle

Authenticated Public Channel
· · · 010101100111001 · · ·

Goal
Make the eavesdropping effort grow as much as 
possible in the legitimate effort (query complexity).

s s

s?



Merkle’s Scheme [Merkle74]

0110011
1010100

0110011
1010100

f(x)

x

N 
2

Find one element 
of X:

Yes!
Yes!

Alice Bob

f(s) 2 Y ?
s 2R Dom(f)

f(s)

?= f(s)

f(x1), . . . , f(xi), . . . , f(xN)X Y
x1 f(x1)
...

...
xi f(xi)
...

...
xN f(xN)

ss

Given       , use the 
table to find s.

f(s)

Alice and Bob share secret    after O(N ) queries s

Find            after
N expected calls

s = xi

Each try has prob 
1/N of success



Security of Merkle’s Scheme

0110011
1010100

0110011
1010100

f(x)

x

N 
2

BobAlice

f(s)

f(x1), . . . , f(xi), . . . , f(xN)

s s

Eavesdropper needs Ω(N  

2) queries to find s

Alice and Bob have a quadratic advantage 



Is this any good in practice?

✤ Assume Alice and Bob are willing to spend one second each.

✤ Eve’s expected effort: roughly 8 minutes.

✤ Not great!

f✤ Say it takes one millisecond to compute  .



Is this any good in practice?

✤ Assume Alice and Bob are willing to spend one second each.

f✤ What if it takes one microsecond to compute    ?

✤ Eve’s expected effort: almost 6 days.

✤ Better!



Is this any good in practice?

✤ Assume Alice and Bob are willing to spend one second each.

f✤ Say now it takes one nanosecond to compute  .

✤ Eve’s expected effort: over 15 years.

✤ Wow!



Post-Quantum Crypto

Codemakers

Codebreakers

Channels

Classical Quantum

Classical Quantum

Classical Quantum













Can extract discrete logarithms efficiently
even in elliptic curvesxxxxxxxxxxxxxxxxxeven in elliptic curves

Shor’s algorithm
Can factor large numbers efficiently

on a quantum computer





Merkle Key Establishment in a Quantum World

· · · 010101100111001 · · ·

Quantum Adversary

s s

Alice

0110011
1010100

Bob

0110011
1010100

©Makarov



Security of Merkle’s Scheme in our Quantum World

0110011
1010100

0110011
1010100

f(x)

x

N 
2

Alice Bob

f(x1), . . . , f(xi), . . . , f(xN)

s sf(s)

Comp
lete Quantum Break!!

Using Grover’s algorithm, the eavesdropper needs only

                       queries in order to find sO

✓q
N2

◆
= O(N)



Diffie and Hellman (1975/6)

Rivest, Shamir, Adleman (1977)

Ralph Merkle (1974)

Clifford Cocks (1973)

Robert McEliece (1978)

Post-Quantum Crypto

?
?
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Security of Merkle’s Scheme in our Quantum World

0110011
1010100

0110011
1010100

f(x)

x

N 
2

Alice Bob

f(x1), . . . , f(xi), . . . , f(xN)

s sf(s)

Can it be repaired?!

Using Grover’s algorithm, the eavesdropper needs only

                       queries in order to find sO

✓q
N2

◆
= O(N)



Classical Protocol Secure Against a Quantum Adversary
Alice
0110011
1010100

Bob

f(x)

x x

t(x)

0110011
1010100N 

2 N 
2

Z
t(x1)

...
t(xi)

...
t(xN)

X Y
x1 f(x1)
...

...
xi f(xi)
...

...
xN f(xN)

(s, s 0)

w = t(s)� t(s 0)

(s, s 0)

f(x1), . . . , f(xi), . . . , f(xN)

Alice and Bob share a secret after O(N ) queries

Find two 
elements of X.

Obtained with O(N ) 
queries, much as in 
Merkle’s original 
scheme.

Given   , use table 
to find the secret.

w

Eavesdropper needs Ω(N 
7/6) queries to find it



How much of a 
problem is quantum 
computing, really?? 

© Michele Mosca



How soon do we need to worry? 
Depends on: 
!  How long do you need encryption to be secure?  

(x years) 
!  How much time will it take to re-tool the existing  

infrastructure with large-scale quantum-safe  
solution? (y years) 

!  How long will it take for a large-scale quantum  
computer to be built (or for any other relevant  
advance? (z years) 

 
Theorem 1: If x + y > z, then worry. 

y 

What do we do here?? 

time 

x 

z 
Secret keys revealed 

© Michele Mosca

Proof:



Cryptography Today

In the current global environment, rapid and secure information sharing is important to protect our Nation, its citizens and its
interests. Strong cryptographic algorithms and secure protocol standards are vital tools that contribute to our national security
and help address the ubiquitous need for secure, interoperable communications.

Currently, Suite B cryptographic algorithms are specified by the National Institute of Standards and Technology (NIST) and are
used by NSA's Information Assurance Directorate in solutions approved for protecting classified and unclassified National Security
Systems (NSS). Below, we announce preliminary plans for transitioning to quantum resistant algorithms.

Background
IAD will initiate a transition to quantum resistant algorithms in the not too distant future. Based on experience in deploying Suite
B, we have determined to start planning and communicating early about the upcoming transition to quantum resistant algorithms.
Our ultimate goal is to provide cost effective security against a potential quantum computer. We are working with partners across
the USG, vendors, and standards bodies to ensure there is a clear plan for getting a new suite of algorithms that are developed in
an open and transparent manner that will form the foundation of our next Suite of cryptographic algorithms.

Until this new suite is developed and products are available implementing the quantum resistant suite, we will rely on current
algorithms. For those partners and vendors that have not yet made the transition to Suite B elliptic curve algorithms, we
recommend not making a significant expenditure to do so at this point but instead to prepare for the upcoming quantum resistant
algorithm transition.

For those vendors and partners that have already transitioned to Suite B, we recognize that this took a great deal of effort on your
part, and we thank you for your efforts. We look forward to your continued support as we work together to improve information
security for National Security customers against the threat of a quantum computer being developed. Unfortunately, the growth of
elliptic curve use has bumped up against the fact of continued progress in the research on quantum computing, which has made it
clear that elliptic curve cryptography is not the long term solution many once hoped it would be. Thus, we have been obligated to
update our strategy.

It is important to note that we aren't asking vendors to stop implementing the Suite B algorithms and we aren't asking our
national security customers to stop using these algorithms. Rather, we want to give more flexibility to vendors and our customers
in the present as we prepare for a quantum safe future. Where elliptic curve protocols are to be used, we prefer Suite B standards
be used to the fullest extent possible as they have a long history of security evaluation and time tested implementation that newer
proposals do not yet have.

Guidance
For those customers who are looking for mitigations to perform while the new algorithm suite is developed and implemented into
products, there are several things they can do. First, it is prudent to use larger key sizes in algorithms (see the table below) in
many systems (especially, smaller scale systems). Additionally, IAD customers using layered commercial solutions to protect
classified national security information with a long intelligence life should begin implementing a layer of quantum resistant
protection. Such protection may be implemented today through the use of large symmetric keys and specific secure protocol
standards.

For example, CSfC deployments involving an IKE/IPsec layer may use RFC 2409-conformant implementations of the IKE standard
(IKEv1) together with large, high-entropy, pre-shared keys and the AES-256 encryption algorithm. RFC 2409 is the only version of
the IKE standard that leverages symmetric pre-shared keys in a manner that may achieve quantum resistant confidentiality.
Additionally, MACsec key agreement as specified in IEEE 802.1X-2010, and the RFC 4279 TLS specification provide further options
for implementing quantum resistant security measures today. These options also involve key agreement schemes that leverage
large symmetric pre-shared keys.

With respect to IAD customers using large, unclassified PKI systems, remaining at 112 bits of security (i.e. 2048-bit RSA) may be
preferable (or sometimes necessary due to budget constraints) for the near-term in anticipation of deploying quantum resistant
asymmetric algorithms upon their first availability.

During the current transition phase, the following public algorithms should be used to protect IA and IA-enabled IT products with
integrated cryptography acquired by U.S. Government Departments and Agencies to protect NSS and the information that resides
therein:





Quantum against Quantum

Codemakers

Codebreakers
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Classical Quantum

Classical Quantum

Classical Quantum



Key Establishment in a Quantum World

· · · 010101100111001 · · ·

Quantum Adversary

©Makarov

s s

Alice Bob



(s1, s2, s3)

Quantum Protocol Secure Against a Quantum Adversary
Alice Bob

f(x)

x

N 
3

Find three 
elements of X.

x

N 
3

t(x)

f(x1), . . . , f(xi), . . . , f(xN)Z
t(x1)

...
t(xi)

...
t(xN)

X Y
x1 f(x1)
...

...
xi f(xi)
...

...
xN f(xN)

(s1, s2, s3)

Given   , use Grover 
to find the secret.

w
w = t(s1)� t(s2)� t(s3)

Alice and Bob share a secret after O(N ) queries

Eavesdropper needs Ω(N 
7/4) queries to find it

Using BBHT, this 
can be done in

quantum queries.

O

0

@

s
N3

N

1

A = O(N)



In a quantum world, RSA and Diffie-Hellman 
(even using elliptic curves) are known to be 
insecure.

In a quantum world, RSA and Diffie-Hellman 
(even using elliptic curves) are known to be 
insecure, but McEliece might be secure.

Summary with Classical Channels

*

UNPROVED security in the computational model

In a classical world, RSA and Diffie-Hellman 
seem to be secure, but we can’t prove it.

It seems that Quantum Mechanics
is a curse for codemakers!



In a quantum world, the eavesdropper can 
learn their key with O(N    ) queries against 
the best scheme discovered so far.

7/4

In a classical world, the eavesdropper must 
make Ω(N  ) queries to learn their key.2

Summary with Classical Channels

*

PROVABLE security in the black box model

When the legitimate parties make O(N ) queries...

It seems that Quantum Mechanics
is again a curse for codemakers!

the best scheme discovered so far.



Quantum Cryptography

Codemakers

Codebreaker

Channels

Classical Quantum

Classical Quantum

Classical Quantum



Quantum Cryptography

Codemakers

Codebreaker

Channels

Classical Quantum

Classical Quantum

Classical Quantum

(almost)



Key Establishment à la Merkle in a Quantum World

Quantum Adversary

©Makarov

s s

Alice

0110011
1010100

Bob

0110011
1010100Q Q





A quantum banknote, containing particles in a secret set

of quantum states, cannot be copied by counterfeiters, who

would disturb the particles by attempting to observe them.
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Who will win? 
« human ingenuity cannot concoct a cipher 

which human ingenuity cannot resolve » 
 

Poe was wrong! 
 









Who will win? 
« human ingenuity cannot concoct a cipher 

which human ingenuity cannot resolve » 
 

Was Poe right after all? 
 





1935



Erwin Schrödinger, 1935

Entanglement

I would not call that 
one but rather the 
characteristic trait

of quantum mechanics, 
the one that enforces 
its entire departure 
from classical lines

of thought.





Device Independent Quantum Key Distribution

Alice

U
D S

U
D

Bob

Eve

!
Randomness!

!

!
Randomness!

!

!
Shared!Secret!Randomness!

Cer0fied!by!the!Non!Local!Correla0ons!
Independent'of'implementa.on'

!

U U
U D
D U
D D

Choice of measurement Results 

G G or  R R
G G or  R R
G G or  R R
G R or  R G

Check!Correla0ons!

© Serge Massar



Who will win? 
« human ingenuity cannot concoct a cipher 

which human ingenuity cannot resolve » 
 

Was Poe wrong after all? 
 



We live in a quantum world

The Big Question

Is this a blessing
or a curse

for codemakers?
or a curse

The jury is still out!



Dear Rūsiņš 

Wherever you are, I hope I made you proud




